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Goal: explore a novel decomposition

Hand-crafted frequency filters
(Stuchi et al. 2017)

Learned frequency filters
(Qian et al. 2020)6 Y. Qian et al.
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F ig. 3. (a) The proposed Frequency-aware Decomposition (FAD) to discover salient

frequency components. D indicates applying Discrete Cosine Transform (DCT). D− 1

indicates applying Inversed Discrete Cosine Transform (IDCT). Several frequency band

components can be concatenated together to ext ract a wider range of informat ion. (b)

The dist ribut ion of the DCT power spect rum. We flat ten 2D power spect rum to 1D

by summing up the amplitudes of each frequency band. We divide the spect rum into

3 bands with roughly equal energy.

3.1 FA D : Fr equency-A war e D ecom posit ion

Towards the frequency-aware image decomposit ion, former studies usually ap-

ply hand-crafted filter banks [10,22] in the spat ial domain, thus fail to cover the

complete frequency domain. Meanwhile, the fixed filtering configurat ions make

it hard to adapt ively capture the forgery pat terns. To this end, we propose a

novel frequency-aware decomposit ion (FAD), to adapt ively part it ion the input

image in the frequency domain according to a set of learnable frequency filters.

The decomposed frequency components can be inversely t ransformed to the spa-

t ial domain, result ing in a series of frequency-aware image components. These

components are stacked along the channel axis, and then input ted into a convo-

lut ional neural network (in our implementat ion, we employ an Xcept ion [12] as

the backbone) to comprehensively mine forgery pat terns.

To be specific, we manually design N binary base filters { f i
base} N

i = 1 (or called

masks) that explicit ly part it ion the frequency domain into low, middle and high

frequency bands. And then we add three learnable filters { f i
w } N

i = 1 to these base

filters. The frequency filtering is a dot -product between the frequency response

of the input image and the combined filters f i
base + σ(f i

w ), i = { 1, . . . , N } , where

σ(x) =
1− exp(− x )

1+ exp(− x )
aims at squeezing x within the range between − 1 and + 1.

Therefore, to an input image x, the decomposed image components are obtained

by

y i = D− 1{ D(x ) [f i
base + σ(f i

w )]} , i = { 1, . . . , N } . (1)

is the element-wise product . We apply D as the Discrete Cosine Transform

(DCT) [4], according to its wide applicat ions in image processing, and its nice

layout of the frequency dist ribut ion, i .e., low-frequency responses are placed

in the top-left corner, and high-frequency responses are located in the bot tom-

right corner. Moreover, recent compression algorithms, such as JPEG and H.264,

usually apply DCT in their frameworks, thus DCT-based FAD will be more

F3-Net : Frequency in Face Forgery Network 7

. .

. .

. .

. .

. . . .. .

ℋ

(b)(a)

h67' 8

h(

&=>

Fig. 4. (a) The proposed Local Frequency Statistics (LFS) to ext ract local frequency

domain stat ist ical informat ion. SWDCT indicates applying Sliding Window Discrete

Cosine Transform and H indicates gathering stat ist ics on each grid adapt ively. (b)

Ext ract ing stat ist ics from a DCT power spect rum graph, ⊕ indicates element-wise

addit ion and indicates element-wise mult iplicat ion.

compat ible towards the descript ion of compression art ifacts out of the forgery

pat terns. Observing theDCT power spect rum of natural images, wefind that the

spectral dist ribut ion is non-uniform and most of theamplitudes are concent rated

in the low frequency area. We apply the base filters fbase to divide the spectrum

into N bands with roughly equal energy, from low frequency to high frequency.

The added learnable { f i
w } N

i = 1 provides more adaptat ion to select the frequency

of interest beyond the fixed base filters. Empirically, as shown in Fig. 3(b), the

number of bands N = 3, the low frequency band f 1
base is the first 1/ 16 of the

ent ire spect rum, the middle frequency band f 2
base is between 1/ 16 and 1/ 8 of the

spectrum, and the high frequency band f 3
base is the last 7/ 8.

3.2 LFS: Local Frequency St at ist ics

The aforement ioned FAD has provided frequency-aware representat ion that is

compat ible with CNNs, but it has to represent frequency-aware clues back into

the spat ial domain, thus fail to direct ly ut ilize the frequency informat ion. Also

knowing that it is usually infeasible to mine forgery art ifacts by ext ract ing CNN

features direct ly from the spectral representat ion, we then suggest to est imate

local frequency stat ist ics (LFS) to not only explicit ly render frequency stat ist ics

but also match the shift -invariance and local consistency that owned by natu-

ral RGB images. These features are then input ted into a convolut ional neural

network, i .e., Xcept ion [12], to discover high-level forgery pat terns.

As shown in Fig. 4(a), we first apply a Sliding Window DCT (SWDCT)

on the input RGB image (i .e., taking DCTs densely on sliding windows of the

image) to extract the localized frequency responses, and then count ing the mean

frequency responses at a series of learnable frequency bands. These frequency

stat ist ics re-assemble back to a mult i-channel spat ial map that shares the same

layout as the input image. This LFS provides a localized aperture to detect

detailed abnormal frequency dist ribut ions. Calculat ing stat ist ics within a set

of frequency bands allows a reduced stat ist ical representat ion, whilst yields a

smoother dist ribut ion without the interference of out liers.

x(n), n = 0, . . . , N − 1 has N points and its DFT is X (k), k =

0, . . . , N − 1, X (k) =
P N − 1

n = 0 x(n) exp( − i 2⇡
N

kn), By inserting

0, we have a 2N-point sequence x0(n), n = 0, . . . , 2N − 1,

wherex0(2n) = x(n) and x0(2n+ 1) = 0 for n = 0, . . . , N − 1.

Assume the DFT of x0(n) is X 0(k). For k < N , considering

the inserted 0,

X 0(k) =

2N − 1X

n = 0

x0(n) exp(
− i2⇡

2N
kn)

=

N − 1X

n = 0

x(n) exp(
− i2⇡

2N
k(2n)) = X (k).

(1)

For k ≥ N , let k0 = k − N , thus k0 = 0, . . . , N − 1, and,

X 0(k) =

N − 1X

n = 0

x(n) exp(
− i2⇡

2N
(k0+ N )(2n))

=

N − 1X

n = 0

(x(n) exp(
− i2⇡

N
nk0− i2n⇡ )) = X (k0)

(2)

The final equality is due to the periodic property of the

complex exponential function. Thus, there will be two copies

of the previous low-resolution spectrum, one at [0, N − 1] and

the other at [N, 2N − 1]. To avoid such artifacts to persist in

the final output image, the high frequency component needs

be removed or at least reduced. Therefore, the subsequent

convolution kernels in Fig. 2 generally need to be low-pass

filters. For illustration propose, in the rest of the paper, we

shift the spectrum such that the low frequency components

are at the center of the spectrum.

If the up-sampler is the transposed convolution, it’s not

guaranteed that the learned convolution kernel is low-pass.

Thus, the checkerboard artifact can still be observed in many

images. We show one example in Fig. 4, where the two left-

most images are one real face image and its spectrum. Images

on the right are a fake face generated from the real image and

its spectrum. The checkerboard artifact is highlighted in the

red box. In the spectrum, there are bright blobs at 1/ 4 and 3/ 4

of the width/height, corresponding to the artifact generated by

the two successive up-sampling modules in the generator. It’s

the checkerboard artifact in the frequency domain. The nearest

neighbor up-sampler uses a convolution kernel that is a fixed

low-pass filter, it does eliminate the artifacts better. However,

the artifacts are still not completely removed. If the low-

pass filter removes too much high frequency content, the final

image may become too blurry and thus easily distinguishable

from the real images.

Motivated by the theoretical properties discovered above,

we propose to train GAN fake image classifiers using image

spectrum as input, rather than raw pixels.

IV. DETECTING AND SIMULATING THE GAN ARTIFACT

A. Classifier with Spectrum Input

To make theclassifier recognize the artifact in the frequency

domain, instead of using raw image pixels, we propose to use

frequency spectrum to train the classifier.

Fig. 4. The spectra of a real face image and a fake face image generated by
this image. Note the checkerboard artifact in the zoomed out details.

Specifically, given an image I as input, we apply the 2D

DFT to each of the RGB channels and get 3 channels of

frequency spectrum F (the phase information is discarded).

We compute the logarithmic spectrum log(F ) and normalize

the logarithmic spectrum to [− 1, 1]. The normalized spectrum

is the input to the fake image classifier. The main goal of the

classifier would thus be to reveal the artifacts identified in the

previous section to classify an image as being generated by

a GAN model or not. The spectrum-based classifier achieves

better performance than the pixel-based classifier, especially

when the training data contains images from only onesemantic

category (Sec.V-C).

To further allow us to train a classifier without fake images,

in the next section, we propose AutoGAN, which is a GAN

simulator that can synthesize GAN artifacts in any image

without needing to access any pre-trained GAN model.

B. AutoGAN

We illustrate AutoGAN in Fig. 5, which takes a real image

(I ) as input and passes it through a generator (G) that has a

structure similar to the generator used in image generation

GANs. The decoder contains up-sampling module such as

transposed convolution or nearest neighbor interpolation. Note

the only knowledge assumed available is the general archi-

tecture, but not the specifics (e.g., model weights and meta

parameters) of GAN models used in fake image generation.

Conceptually, this can be considered as a “grey-box” solution,

compared to the “white-box” solution where all details of

the model are known or the “black-box” solution where zero

knowledge is available about the attack model.

The AutoGAN incorporates a discriminator (D ) and an `1-

norm loss. Instead of making the distribution of the output

from the generator to be similar to that of images of another

semantic category, as show in general image2image translation

pipeline (Fig. 1), the output of the generator is matched to the

original image itself. Formally, assuming there is a training

set { I 1, . . . , I n } containing n images, the final loss function

L can be written as,

L =

nX

i = 1

log(D (I i )) + log(1− D (G(I i ))) + λ k I i − G(I i ) k1

(3)

Fig. 5. The pipeline of AutoGAN.

Unique replications of spectra
(Zhang et al. 2019)

Spatial- and frequency-domain features
(Chen et al. 2020)

➢ Difficult to decide which range of signals contains artifacts

• Different capture devices, environments, and compression algorithms

• Large frequency distribution bias across datasets

➢ Suffering from the generalization problem



Idea: 3D Decomposition

(b) Ambient Light (c) 3D ShapeImage (a) Direct Light

3D Decomposition

Real or Fake (d) Common Texture(e) Identity Texture(f) Facial Detail

The albedo patterns peculiar to one face

The albedo patterns shared by all the people



3D Decomposition Implementation

➢ In computer graphics, a face image is generated by: 

➢ Under the Lambertian assumption, the RGB of ith vertex is: 

➢ Modeling the common texture by the BFM PCA texture model: 

➢ Optimizing the following loss to achieve the 3D face decomposition: 

(b) Ambient Light (c) 3D ShapeImage (a) Direct Light

3D Decomposition

Real or Fake (d) Common Texture(e) Identity Texture(f) Facial Detail



Assumption

Real

Fake

➢ Direct light: decisive forgery clue with the observation on large artifacts under intense direct light

➢ Identity texture: hard to be simulated due to the rich variations across faces

➢ 3D shape: its normalizing makes CNN concentrate on specific face regions and simplifies the detection

➢ Ambient light and common texture: easy to be faked and have little forgery clues

(b) Ambient Light (c) 3D ShapeImage (a) Direct Light

3D Decomposition

Real or Fake (d) Common Texture(e) Identity Texture(f) Facial Detail

The albedo patterns peculiar to one face

The albedo patterns shared by all the people



Facial Detail Generation

➢ Fitting texture and illumination by PCA Texture model and Spherical Harmonic Reflectance

➢ Facial detail: Subtracting face image by the common texture under ambient light (in uv space)

uv map

Image 3D

Shape
Image

(uv space)

Ambient

Light

Common

Texture

Facial

Detail



Component Selection

input 3D amb dir ctex itex AUC

In-a ✓ ✓ ✓ ✓ ✓ 99.13

In-b ✓ ✓ ✓ 50.00

In-c ✓ ✓ ✓ 99.29

In-d ✓ ✓ 99.14

In-e ✓ ✓ ✓ ✓ 98.93

In-f ✓ ✓ 50.00

In-g ✓ ✓ 99.56

In-h ✓ 99.27

Image

3D

Shape

Ambient

Light

Direct

Light

Common

Texture

Identity

Texture



Forgery Detection with Facial Detail Net

Latt
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Attention
ModuleConv. layer

Score Fusion Feature Fusion Halfway Fusion

R/F Real/FakeSigmoid

Face Image

Facial Detail

➢ Two-stream structure: regarding face image and facial detail as two modalities

➢ Half-way fusion: concatenating the intermediate 2D feature maps of each stream 

➢ Detail-guided Attention: supervised by the facial detail difference



Analysis of the Two-stream Network

Structure
FFpp DFD DFDC

AP AUC EER AP AUC EER AP AUC EER

Img 99.44 99.31 5.39 88.07 65.57 38.38 85.60 62.17 39.99

Detail 99.40 99.12 5.51 87.24 64.29 40.87 85.02 61.80 40.37

Img + Detail (HF) 99.42 98.73 5.63 89.61 78.65 26.03 87.31 66.09 35.46

The halfway fusion makes the fused features correspond to similar receptive fields

Further promotes the results on DFD and DFDC by the local fusion manner



Model Training dataset
DFD DFDC

AP AUC EER AP AUC EER

Xception [50] FFpp 88.07 65.57 38.38 85.60 62.17 39.99

EfficientNetB4 Ensemble [9] FFpp 89.35 72.82 34.86 85.71 63.03 38.86

FD2Net FFpp 89.84 79.08 25.18 87.93 67.70 34.91

Evaluation

➢ Cross-data

➢ Different Manipulation Methods

Model Training data
Acc

F2F FS

MesoInception4 [1]

F2F

84.56 56.71

VA-LogReg [39] 83.62 59.45

LAE [19] 90.34 62.51

Multi-task [40] 91.27 55.04

Face X-ray [36] 97.73 85.69

Xception + HP Filter 97.98 57.46

FD2Net 98.22 86.54

Effectively extract more discriminative and general features, even from a different distribution of the training dataset



Conclusion

➢ A novel face forgery detection method by the 3D decomposition of the face image

• 3D shape, common texture, identity texture, ambient light, and direct 

• Critical forgery clues in direct light and identity texture

• Propose the facial detail to highlight the subtle forgery patterns

➢ FD2Net, a two-stream network with facial-detail-supervised attention module

➢ Improved effectiveness and robustness of the proposed FD2Net

➢ A novel direction to explore the forgery clues by analyzing the physical generation of an image
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Thank you!


	Slide 1: Face Forgery Detection by 3D Decomposition
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13: Thank you!

